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Please note: due to ongoing app development, subtle design
changes may take place over time. Updates to this guide will be
published on the Service Victoria website.



https://service.vic.gov.au/resources

Before you start

Create a Service Victoria account at service.vic.gov.au/account

To create a Service Victoria account you need an e-mail address
and password.

When creating an account, you will be asked to setup a multi-factor
authentication (MFA) method to protect your account. This will be
used to verify you when you login to a new device.

You will need to create and a six-digit password for single sign-on
to protect your account.
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https://service.vic.gov.au/account

Create account/Login
Desktop

The below information provides an overview of how Victorians can
create a Service Victoria account. The desktop experience is the same as
the mobile app. Customers can access it through the homepage login
button in the top right.

Create an account here: service.vic.oov.au/account
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This is your username to log in.

|

Only have one name? Enter it in both fields.

ur privacy and safety are important to us
ivacy and security policy tells you

’ Log in ‘
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https://service.vic.gov.au/account

Create account/Login

Mobile application

On mobile, tap ‘Log in’ (below left screen).
You will be taken to the ‘Account’ screen (below right screen)
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Discover

Most viewed

Emergency support

All services
Emergency services >
Transportation and Driving >
Personal >
Digital wallet >
Work and volunteering >
Outdoor and recreation >
Housing and property
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Home Wallet Scan GR Servo SAERr Account
——

Seeall

Emergency services

4 Mobile app homepage
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Account

= Do more with an account

With a Service Victoria account you can save your
info, add digital cards and documeg o the

more.
Log in or sign up

Contact us P
Find us online >
Terms of use >
Privacy and security policy 5

How we protect your information and privacy

Career opportunities (]
App version 1521
= g [ ]
& B B 2
Home Wallet Scan QR Servo Saver Login

4 Account homepage (not logged in)

Tap ‘Log in or sign up’ and you are taken to the ‘Log in’ screen

(see step 3).
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If you have an account, you can log in. If you don't, tap ‘Create an

account’ and you will be taken to the ‘Create an account’ home screen

(see step 4).

* auth.service.vic.gov.au
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Login

Email

Enter your email address teo log in

Forgot your email?

Password
Forgot your password?

‘ Create account ‘

o

e auth.service.vic.gov.au
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Login

Email

Forgot your email?

Password

o]

Forgot your password?

(i
| B
Signln

Sign in to “service vic.gov.au” with your password for
"Dombruton@gmail.com"?

Fill Password

A | oginscreen (manual
field entry)

A | oginscreen (Face ID
prepopulated with saved log
in details)
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You must provide your:
* Email address

»  Given name (s)

=  Family name

b4 auth.service.vic.gov.au = e auth.service.vic.gov.au =]
Create an account
SER
State
Government

Email

Create an account ‘
We can't help you without this info
This is your username to log in

’ Given name(s)

This is your username to log in. ‘ |

Given nama(s)

\ We can't help you without this info
Family name

Family name l
We can't help you without this info
Only have one name? Enter it in both fields.

Your privacy and safety are important to us. Your privacy and safety are important to us.

Our privacy and security policy tells you Qur privacy and security policy tells you

more. more.

< h ¢ @ < h ¢ @

4 Create an account home 4 Create account error
screen messdages

Please note: For information on how Service Victoria handles customer
information see the Service Victoria homepage for our privacy and
security policy.

Error screens: If you don’t provide information for all fields, you will
receive the following error message:

‘We can't help you without this info’
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https://service.vic.gov.au/privacy-and-security
https://service.vic.gov.au/privacy-and-security

When you enter in your details and tap ‘create account’ you will be
asked to verify your email address. A one-time passcode has been sent
to your email address.

You can enter your one-time password by:

= Go to your email messages and manually enter in. e.g., 683460. Once
entered, you will receive a ‘verifying code’ message.

*  You then tap *‘Verify’ and will be taken to the next screen.

NG uat.service.vic.gov.au
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We've emailed your code to
MO * % % % C@DS@FV* * * * ¥ % % ¥ % k% QU

o

Enter 6-digit code

HNN RN

If you don't receive a code within a few minutes, tap
'Send new code'.

Start over

A One-time password
verification screen
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The security code is confirmed, and you tap ‘Continue’.

X service.vic.gov.au =]

- i elels Illl'l

A Security code
confirmation screen
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Step 8

Set your account password.

Your password must:

* be atleast 8 characters long, and

* include at least 1upper and 1 lowercase letter.

Accept the Service Victoria terms and conditions, and privacy and
security policy. Tap ‘Next’ to continue.

X uat.auth-nonprod.service.vic.govau 2

Set your password

Password

1)

Must be at least 8 characters long
Must include 1 lower and 1 uppercase letter

D | agree to Service Victoria's terms and
conditions and privacy and security
policy.

A Set password screen
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To secure your new account, multi-factor authentication (MFA) is
required. You can choose either text message (SMS) or an authenticator
app to receive a one-time passcode when logging in to new devices.

Text message:

*  You must use an Australian mobile number and verify it with a one-
time passcode.

* If you do not own or have ready access to an Australian mobile
number, please set up an authenticator app instead.

Authenticator app:

*  You can use any standard authenticator app, such as Google or
Microsoft authenticator.

X uat.auth-nonprod.service.vic.gov.au

se.v
Sovernment

0

Set up multi-factor
authentication

Choose how you'd like to get your security

ode - we'll send one each time you log

O Authenticator app

Fast and secure

O Text message (SMS)

You'll need an Australian mobile number

What is multi-factor authentication?

4 Select MFA option setup screen
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https://support.google.com/accounts/answer/1066447?hl=en&co=GENIE.Platform%3DAndroid
https://www.microsoft.com/en-au/security/mobile-authenticator-app

Complete the setup of your chosen MFA method. This includes setting up

a recovery method if you ever lose access to your device and need to

setup MFA again.

The following recovery methods are available:

+ Secret questions for those who chose SMS

* Recovery codes for those who chose authenticator app

X uat.auth-nonprod.service.vic.gov.au 2

Set up secret questions

Select and answer 2 secret questions. You
can use these to recover your account if
you can’t get verification codes.

Question 1 /
Question

Select a question v
Answer

Next question

Question 2

< h ¢ @®

A [or SMS: Set questions and
answers for secret questions

X uat.auth-nonprod.service.vic.govau o

Save your recovery codes

You'll need these codes to recover your
account if you lose access to your
authenticator app.

You need to save these codes somewhere
safe, like a password manager that you can
access from a different device.

o Warning: If you lose these codes, you
could permanently lose access to
your account. We won't be able to
retrieve your account or codes for
you.

gj fwxf59xp Yitp6Z1jjB
GG2N8yjEvI 60JINivy4Q7
sTveLs1kPI UZ8mnrbIAa
rvnk4twXdg YRerPe2Xcj
CBmfzVHVzx ivyocWDP7t

IO Copy codes

I've saved my recovery

h ¢ @

a For authenticator app: Save
recovery codes
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You will be provided with the option to ‘Remember this device’ — select
this to skip the MFA check for logins on this device for one year.

= Tap ‘Remember’ and you will be presented with the below screen

(left).

» |f you choose to ‘Skip’, you will be taken to the final step to setup an

app PIN.

X auth.service.vic.gov.au

o

Remember this device

Trust this device to skip SMS security
codes. We won't ask you again for a year.

Remember

| Skip ‘

A 'Remember this device’
screen

X auth.service.vic.gov.au
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Success

we'll remember you on this device.

0

4 ‘Remember my device
success screen
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You will be asked to setup a 6-digit app passcode to protect your

information in the Service Victoria app.

9:41 all F .

Create a passcode

Create your 6-digit code

If your device lets your set up fingerprint or
face recognition, we'll ask you next time.

T | 2z | =
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4 'Create a 6-digit passcode’ screen
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Forgotten password

* Tap the ‘Forgot your password?’ link from the log in screen (screens
below).

=  Enter your e-mail address linked to your Service Victoria account.
= A code will be emailed to you.
= Enter the one-time code, e.g., 961552 (as outlined below).

X auth.service.vic.gov.au =] > auth.service.vic.gov.au =] X service.vic.gov.au =]

SE% sen“r% We've emailed your code to

sssss State

Gomnmen Gavsmment Do # % ¥ % % % ONE@S @IV * ¥ % % ¥ % k% % QU
Login Forgot your password? Enter 6-digit code

Enter the email you used to sign up and
Email we'll help you reset your password.
Code is valid for 9 min 2 sec
Email

If you don't receive a code within a few minutes, tap

Enter your email address to log in ‘ 'Send new code’.

Forgot your email?

Password

Start over

‘ Create account ‘

h ¢ @ < h ¢ @ < b ¢ @
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A 'Verifying code, this can take a few moments, please don’t leave
this screen’ message will appear.

A 'security code confirmed’ message will appear. Tap ‘Continue’ to
move on.

X service.vic.gov.au (=] X service.wic.gov.au

10

r

Verifying code

Security code confirmed

This can take a few moments, please don't leave this .
screen Continue
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Service Victoria will send another one-time code to your setup MFA
option (either SMS or authenticator app). Enter the one-time code
and tap ‘Verify’'.

A 'Verifying code, this can take a few moments, please don’t leave
this screen’ message will appear.

X service.vic.gov.au =] by service.vic.gov.au =]

ur security code. Thank:

We've sent an SMS with your code to We've sent an SMS with your code to

ok ok ok ok ok 40

f

Enter 6-digit code Enter 6-digit code

NN =)L)

Code is valid for 9 min 24 sec Verifying code

Code is valid for 9 min 53 sec
If you don't receive a code within a few minutes, tap you don't recelve a code within a few minutes, tap

'Send new code" 'Send new code'
This can take a few moments, please don't leave this

screen
1 can't do this | can't do this
< h ¢ @ < h ¢ @ < h ¢ @

4 One-time passcode flow for SMS MFA methods. Authenticator app has similar
experience.
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=  You will be asked to ‘Create a new password’. Enter and tap ‘Next’.

= A ’‘Success. You reset your password’ message will appear. Tap ‘Go to
Login’ and log into the app with your updated password.

X auth.service.vic.gov.au =] X auth.service.vic.gov.au =]

B ment

v/

Success

Password

Forgot your password?

You reset your password

X
r,0
o
Go to Login SignIn
Sign in to “service.vic.gov.au” with your password for
“Dembruton@gmail.com”?
< CRONC

A Service Victoria email will be sent to you to say there has been an
update to the password on your Service Victoria account.
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Account home page 9:57 2 l

Account settingse
You can change your name,
number or password, or delete

Account

9 Account settings S
Update or delete your Service Victoria account
your account.
_. Payment:
Mg:agz yosur payment methods >
Payments o
You can store payment methods - @ Transactions .
. . Access records for all your Service Victoria
PayPal or Debit/ Credit card. transactions
. —0 About Service Victoria
Transactlons . Learn about our policies or how to get in touch >
You can view your transaction °
. .« . . Log out B
history, such as digital credentials
added or services you have
signed up for.
About Service Victoria ®
= Contact us details
* Find us online
= Terms of use MBS
= Privacy and security policy = = B 3
- CG reer Oppo rtu nities Home Wallet Scan QR Servo Saver Account
Log out option o
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